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CSA 

DP = 1.1.1.1 

Port (CCS connection) = 0123 
Port (next connection) = 1234 
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CSA-NAT 

IP - 2.2.2.2 



Packet from CSA to CCS 

Destination = 3.3.3.3:80 
Source = 2.2.2.2:0123 
Data = next TCP connection Info, 
(next port = 1234, etc.) 
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CCS 

(3.3.3.3:80) 



Packet from CSB to CCS 

Destination = 3.3.3.3:80 
Source = 4.4.4.4:2345 
Data = next TCP connection Info, 
(next port = 3456) 
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Packet from CCS to CSA 

Destination = 2.2.2.2:0123 
Source = 3.3.3.3:80 
Data = CSB's next TCP 
connection Info. (D? = 4.4.4.4, 
next port = 3456, etc.) 
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Packet from CCS to CSB 

Destination = 4.4.4.4:2345 
Source = 3.3.3.3:80 
Data = CSA's next TCP 
connection Info. (D? = 2.2.2.2, 
next port = 1234, etc.) 
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CSA-NAT 

IP = 2.2.2.2 



Packet from CSA to CSB 

Destination = 4.4.4.4:3456 
Source = 2.2.2.2:1234 
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Central Communications Station: CCS 
Communications System A: CSA 
Communications System B: CSB 



Step 601: CSA establishes full connection with CCS 
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Packet requesting connection (SYN) 



Packet acknowledging connection (SYN-ACK) 
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Step 602: CSB establishes full connection with CCS 
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Step 603: CSA sends CCS its next connection source port 
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Packet containing CSA's next source port 
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Step 604: CSB sends CCS its next connection source port 
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Packet containing CSB's next source port 
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Step 605: CCS sends CSB's connection information to CSA 
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Packet containing CSB's next connection info. , including IP 
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Central Communications Station: CCS 
Communications System A: PSA 
Communications System B: PSB 



Step 606: CSA requests Connection to CSB 
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Packet requesting connection (SYN) 

Destination IP: CSB's public IP translated by NAT received from CCS 
Destination Port: CSB's source port received from CCS 
Source IP: CSAs Public IP translated by NAT 



Open session in 
NAT table waiting 
for packets from 
CSB 



Packet dropped (no 
entry found in 
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Step 607: CCS sends CSA's connection information to CSB 
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Packet containing CSB's IP (translated) and next source port 



Step 608: CSB sends acknowledgement to CSA 
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Packet acknowledging connection (ACK-SYN) 

Destination IP: CSAs public IP translated by NAT received from CCS 
Destination Port: CSAs source port received from CCS 
Source IP: CSB's Public IP translated by NAT 



Packet acknowledging receipt (ACK) 



Open session in 
NAT table accepts 
acknowledgement 
from CSB 



Open session in NAT 
table (wait for 
acknowledgement 
from CSA) 



Open session in 
NAT table accepts 
acknowledgement 
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